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The world online....

an increasingly complex and alien environment...

so what can we do to make it safe?

e https://www.webwise.ie/thefullpicture/#

* Children‘s online behaviour in England and Wales: year ending March 2020
— Data from ONS

* UK Council for Child Internet Safety — Report commissioned by the
Department for Digital, Culture, Media and Sport (DCMS)



https://www.webwise.ie/thefullpicture/
https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/bulletins/childrensonlinebehaviourinenglandandwales/yearendingmarch2020
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/759005/Literature_Review_Final_October_2017.pdf

The world online....

an increasingly complex and alien environment...

so what can we do to make it safe?

e Two aspects to consider:

* Technology — software, hardware, settings, permissions
* People — emotions, choices, support, awareness



TOOLS

Intro to Device Control

* |SPs (At home and mobile)

* Open DNS (All devices at home)

* Google “Family Link” App (Free, mobile devices)

* |0S (Free, iOS devices)

* Microsoft Family Safety

e “Our Pact” App (Monthly Subscription, all devices)
e Console

* YouTube/Google



Internet Connected
Devices
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Outside the Home

Cloud Providers - Google / Apple / Microsoft / Etc

Laptop Phone



ISP's

 All the big ISP's have internet filtering tools in place.

* You will be able to turn on a general ISP filter which will block most
unsuitable traffic.

* No filter is 100%
* There will be a level of customization on what you can block
* There are ways to circumvent the filtering, most common is a VPN.

* A mobile network is classed as an ISP too, and you can turn on the
same filtering through them.

* Innocent sites can also sometimes be blocked so be aware of that.



Open DNS

* Network protection

Router

v

A Brief Guide to OpenDNS

What is OpenDNS?

Open DNS provides Domain Name System resolution services. Their aim is “to make home/small
business users internet faster, safer and more reliable”. By using OpenDNS it will give you more
peace of mind and give you security over your home network, or on certain devices. It is a part of the
company CISCO.

Why users love OpenDNS

A 74 L
Delivers faster, more Helps make the web a Easy to set up
reliable home internet safer place

10t
requir helpfu

Se, set

HOME
OpenDNS Family Shield
How much is it? FREE
OpenDNS is free, unless you would like to Preconfigured to blc;ck at;iL_ltIt content — set it &
orget i

purchase OpenDMS VIP, which is £14.65 a year.

SETUP GUIDE

CHOOSE YOUR DEVICE

e j :\\ How do | setup OpenDNS?
P

O 1 To setup OpenDNS you can go to their website
Horme ruers Computer Woriatations https://www.opendns.com/setupguide/#familyshield

ad Laphogs

On there they describe how to set it up for the home
router, which then means it will control the traffic of
— = every device that connects to it, or just for certain
S devices (e.g. smartphones, games consoles and/or
‘ o laptops).

Simar Devices Senver |



Mobile Device Managers

* Manage the Screen time on your family devices

* Manage how long users can spend on individual apps

* View their location

* Block certain apps, and control which apps can be used/installed.
* Many choices out there

* Some are easier to set up than others

* Some are free, some have a subscription cost. l

* No one size fits all solution unfortunately.

¢ H ere are d few .o Cloud Service providers
Google / Apple /
Microsoft / Etc



Device Control

* Multiple ways to control devices
* Not every tool may be suitable for your family

* Depends on the devices you use and how you
use them

Cloud Service providers
Google / Apple /
Microsoft / Etc



Best Solution for Android based devices

Also works with iOS devices but doesn't
have the same level of control on iOS

Uses a Parent App installed on the
parents device, and a child app on the
childrens device.

You can remotely control their device
from yours.

Can't block websites completely on the
device...

Uses google's filtering tech to block bad
search terms/youtube videos, and
mature content on chrome.

Can monitor location.
FREE
https://youtu.be/465qsv6c3VI

Google

Family Link

Cloud Service providers
Google / Apple /
Microsoft / Etc



Best Solution for Apple Devices
Only works with Apple(iOS) devices

Simple setup on the childs device with a
passcode, no software setup needed.

Best for setting limits on usage.

Can block websites apple
deem unsuitable, by age group.

Can't fully track a childrens location
unless they share it with you.

No monitoring ability.
FREE
https://youtu.be/ZAXcyGw8Q2Y

ScreenTime iOS

Cloud Service providers
Google / Apple /
Microsoft / Etc



This will control Windows devices, xbox's, and
some limited functionality on android.

Best option for windows and Android users.

Will work with Windows 10+, Xbox One or
newer.

Screen time functionality works on Windows,
Xbox and Android.

Track Websites, and block using content
filters.

Control spending on their xbox/microsoft
account.

Uses google's filtering tech to block bad
search terms/youtube videos, and
mature content on chrome.

Only filters content on Edge browser.

Can monitor location, if you have a personal
Office 365 subscription

FREE
https://youtu.be/2yhgQQ4ZDMI

Microsoft Family
Safety

Cloud Service providers

Google / Apple /
Microsoft / Etc



Best Solution for multi device Households
Works well with Apple and Android devices

More involved setup, needing a PC/MAC
computer, and USB cables to sync to each
device, and will need a number of settings
changing on the devices you monitor.

Extremely comprehensive solution

Web filtering is limited compared with other
solutions.

Does come with a monthly subscription
cost, although Free trial available.

Would need to be fairly comfortable with
tech to install this solution.

https://youtu.be/oThFwHBh1yk

Our Pact

Cloud Service providers

Google / Apple /
Microsoft / Etc



Best Solution for Consoles

There are multiple consoles out there the
common 3 are Xbox, Playstation and Nintendo

Each devices have their own parent control
settings which setup is covered in the video links
on this page

There are no costs for these parental controls
they are features with OS of the consoles

Parent control for PlayStation -
https://www.playstation.com/en-
gb/support/account/ps4-parental-controls-and-
spending-limits/

Parent control for Nintendo -
https://play.nintendo.com/parents/crash-
courses/parental-controls/

Parent control for Xbox -
https://www.xbox.com/en-GB/apps/family-
settings-app

Consoles

Cloud Service providers
Google / Apple /
Microsoft / Etc


https://www.playstation.com/en-gb/support/account/ps4-parental-controls-and-spending-limits/
https://play.nintendo.com/parents/crash-courses/parental-controls/
https://www.xbox.com/en-GB/apps/family-settings-app

Disable or enable Restricted mode You TUhe

Restricted mode is an optional setting that you can use on YouTube to help screen out potentially mature content

hat you may prefer not to see or don't want others using your device to see.

iPhone & iPad

Turn Restricted Mode on or off

Turn Restricted Mode on or off ,
Android app
iI0S app

Turn Restricted Mode on or off
1. In the top right, tap your profile picture.

2. Tap Settings. Android app
3. Tap Restricted Mode Filtering.
4. Turn Restricted Mode on or off:
+ Don't filter: Restricted Mode off
« Strict: Restricted Mode on

1. Sign in to your account.

2. On the top right, tap More :

3. Select Settings > General.

4. Turn Restricted Mode on or off.




Search Q

»
&

es presidential deb... VR headsets Trailers Apple Comedy Simulation Video Games Electronic Music Casual Games G¢

ount

4 Create achannel

3 RE @ Purchases and memberships

4 %  YouTube Studio

mon : | |E}  switch account

£2

Sign out

iyo Wild Crokinole World Championship Logitech Brio 4k Webcam - Removing Old skool H
jce. Get started penguinz0 @ the monitor mount! DJ Rap Sho RS
952K views * 1 day ago Sterling W DJRapOfficial PP '
28K views * 2 years ago 47K views * 6

Language: English
Location: United Kingdom
Settings

Your data in YouTube

Help

BOO & &

Send feedback

Keyboard shortcuts

JECKER Spandau20 - FJAAK / September 15/ One ICONIC QUOTE from Every Episode
Spm-6pm of The Inbetweeners! Restricted Mode: Off
HOR BERLIN Channel 4 Comedy EA Star Wars «




Go to Google search engine

. Click on ‘Settings
. Then ‘Search settings’ O A ) e
Then, click ‘“Turn on SafeSearch’ to ) UK

filter explicit results — this will help
avoid most adult content

pwNp

Google

Search Settings

Search results SafeSearch Filters
Languages 'Eafeﬁe.qn:h can h.elp you block inappropriate or explict images from youwr Google Search results. The
el peizn’t 100% accurate, but it helps you avoid most violent and adult content.

p

Step 1

Privacy & Terms soogle.com

Ste/p 3 N

Step 4 - Save Step 2

28
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&  Restricted Mode & Restricted Mode
S

This helps hide potentially mature videos.

This helps hide potentially mature videos. No filter is 100% accurate.

B Nofilter is 100% accurate. —

This setting only applies to this browser.

This setting only applies to this browser.

ACTIVATE RESTRICTEDMODE )
ACTIVATE RESTRICTED MODE ()

Restricted Mode lock prevents others from
changing the Restricted Mode settings on
this browser.

Lock Restricted Mode on this browser

loese verars swassnggears o s st ssars

Cloud Service providers
Google / Apple /
Microsoft / Etc



& @ princehenrys.co.uk

All Resources can be
Found online at the

School website here:

Prince Henry's

Grammar Schoo

COLLABORATIVE LEARNING TRUST

J

Home

Assessment

Calendar

Careers

Extra-Curricular

Henry's Diner

Key Stage 3 Support inc FAQs

Key Stage 4 Support

Letters Home and Newsletter

News

Vacancies Payments

Our School

Firefly

Parents and Carers

Online Payments

Parents' Evening Appointment
Booking

Darent Consultation

Support for Parents and Carers

Term Dates and Timings

Travelling to School

Uniform

Video

Year 6 Induction for September




(i) UK Safer Internet Centre Online issues v

Home
Guides and Resources
Parents and Carers

Guides and resources

Parents and
Carers

Tips, advice, guides

Guides and resources ~

Parents and Carers

Teachers and school staff

Children and young
people

Grandparents

Governors and trustees

Social workers

Foster carers and
adoptive parents

Residential care settings

Healthcare Professionals

SEND

Social media guides

Safe remote learning hub

Trusted Flagger Guidance

Training and events -  SaferInternetDay - Blog Research  About Q

elp keep your child safe online

As a parent or carer you play a key role in helping your child to stay safe online.

You don’t need to be an expert on the internet to help keep your child stay safe online. Our advice and resources are here to support you as you

support your child to use the internet safely, responsibility and positively.



Q) UK Safer Internet Centre Online issues v  Guides and resources -~  Training and events v  Safer InternetDay v Blog Research  About Q

Phones Laptops Smart Speakers Games Consoles

Guide to phones including Looking for advice on how to Looking for advice on how Looking for advice on how

top tips and advice about support your child in using a to support your child in to support your child in

safety tools. laptop safely and using a smart speaker safely using a games console safely
responsibly? Read our guide and responsibly? Read our and responsibly? Read our
and FAQs. guide and... guide and FAQs...

Tablets Smart TVs Social media guides



Q) UK Safer Internet Centre Online issues ¥  Guides and resources v  Training and events v  Safer InternetDay ~ Blog Research About €)

Home
Guides and Resources
Social media guides

Social media Hub

Advice about key
social media
platforms and

apps

Social media Guides

From keeping in touch with friends and family to watching



(a)
D

@ parentzone.org.uk

p parentZOlle Blog Products & Resources Library Log in / Register

For Their
Future

We're working towards a safer digital world of opportunities.




@ parentzone.org.uk

Q What is|

|

Il

Il

EED RS

T

ideal screen time?
Q aloot box?

the metaverse?

At the heart of
digital family
life

Every family needs support
sometimes. Here's how we do it.

It's not easy
being a parent
in the digital
age

Technology moves fast. We have

tools and advice to help keep up.



Thinkuknow.co.uk

@ thinkuknow.co.uk

Welcome to CEOP Education

education from The National Crime Agency's CEOP Education team aim to help protect children and young people from
C‘.—’.O_P the National online child sexual abuse.
Crime Agency
We do this through our education programme, providing training, resources and information to professionals
working with children, young people and their families.

| am:

1
A professional working with
Idren and young people
' i

8-10
years old

? CLICK CEOP

Respecting me, you, us: building healthy Internet Safoty

relationships and creating positive

cultures is a CEOP Education resource for Under 18 and worried about online

12 -14 year olds developed in association sexual abuse?

with clinical psychologist, Dr. Elly Hanson. To report, click to visit the CEOP Safety
Centre.




Social Media Privacy Guides

Guides to privacy settings available for every social Network site are available and updated frequently at:

| www.internetmatters.org/parentaI-controls/social-media/|

Social media




Gaming Consoles and Gaming Platforms

Guides to the privacy settings for a wide range of gaming consoles and platforms are available and updated frequently at:

|www.internetmatters.org/pa rental—controls/gaming—consoles/]

Gaming console

NINTENDO

SWITCH




& childnet.com/resources/family-agreement/

Resources Blog Whoweare Whotwedo  Whatyoucando Donate

e
O C h l I d n Et Teachers & professionals + Parents & carers + Young people v Q

Resources

Family Agreement

A practical tool to start discussions about
how to behave online and set clear
expectations for your family.

A3 Family Agreement
For

PDF Format (297.99kB)

3-7 years 7-1years 11-14years

14-18 years
A family agreement is a great way to start a conversation with your whole -
family about how you all use the internet, and to start discussions together
around how to behave in a positive way when online, whether this is at home, at Type

school or at a friend's.



Online safety agreement

"I_I'gle |nI:emEtt|ﬁae; very |mpnrt:;llt part of our stgis] I:ojlay and settin uphan agrEE|1'1tent 1t:h.'an

p ensure everyone within your organisation/ group are safe when navigating the - Y. .. - . .
online world. It gives you the opportunity to discuss together how to behave in a positive We ag ree 10. Who is responsible for this?
way and what to do when things go wrong. Bear in mind it is difficult to have complete Only o the clubs iPads duri

control over anyone's internet usage, however an online safety agreement is a great way Yy e dse GELb e B C Sy ) Young people

to set clear expectations for positive and safe internet use. the allocated time

Please note this agreement is to support your organisation in working to keep young
people safe online and should never be used in place of a safeguarding policy or
acceptable use policy.

Suggested ideas for an agreement in youth groups and clubs

We will help you to find the games Group leaders

m website/ app you would like to use

Suggested ideas for an agreement in residential settings, eg boarding houses
I:n focus on promoting positive Include all members of your
awour and the choices we can organisation or group and make sure N J’_ ree {0...
make online which will have a everyone is happy with the yvViEe a‘g =" -

Whao is responsible for this?
positive impact on others agreement
Only use our devices from 5-7pm Young people

Set clear boundaries about what may

be unsafe or ina riate online Review your agreement in the future ) )
9 and lndude Sltuaplfur‘r::ppmmlses which e if your group changes or their needs Help you set up privacy settings and  Adults

change based on the device, change find reports block buttons
persnn or app

St aﬁ ’I ” g q ue S'l'i 0 n S Suggested ideas for professionals supporting vulnerable young people, eg foster carers

Who is this agreement for? .
We agree fo... Who is responsible for this?

Tell you if someone new contacts us Young people
online

What do we use the internet for? Set up parental controls and review  Foster carers

them reqularly

Suggested ideas for other educational settings, eg libraries

We ag ree 1O... Who is responsible for this?
Only use computers for research Voung people
Why are we creating this online safety agreement?

Set up and review filtering controls  Librarian

. Registered UK charity
) Childnet www.childnet.com/have-a-conversation ot Co-fanced by the Europess Union Mool e no 1080173
International C!Mm Cennecting EBurope Facility e = . Vi13.17



Online safety in the curriculum _—

= always remember to maintain a positive online identity

and protect your personal information
» make sure you have a good online reputation

Dedicated focus at the start of each year in Key Stage 3

Topics for each year: Safe
* Year 7 - Social media and respectful behaviour online o fay Y et asmportant

. . . . . -al\:'a}'s remm‘rfbert_u think I_:»efc-_reynu post arndspeal:
* Year 8 — Cyberbullying — how to identify, deal with and prevent it it Sl

* Year 9 — Network threats and threat prevention
Focus during the Internet Safety week (2"9 week in February)

Focus during PSHE sessions/days throughout the year

Qualification content as part of the GCSE and A Level Computer Science
qualifications

Core theme of support and being a good digital citizen throughout all of
the topics

. Eiir J
insife ] Pt




Technology,
Teaching and
Learning

Update for parents —
October 23




Arbo r - IS a d ata . .ﬁ. link to .l':'l.l'bEII'IShDLHd have appeared on *,.H:nulr iPad
ma nage me nt area fo r Stafﬂ ' (if not use the internet and search ‘Arbor login’)

Click ‘Forgot your password’

* Enter your school email address
St Udents a n d pa re nts * Check the email that is in your school inbox and
reset yvour Password to something you will
remember
* For students Arbor allows you to: * Log into Arbor and view your information
* See your Timetable
» See your Attendance & Arbor
* Manage the recording of your Home
Learning
Log in

.:.':'-:.r..-l:-r'i FrImCe e nrys. 0, Uk

You should log into this now to view your
timetable. You should also submit any | e your passvord |

home Iearning tasks that have been pUt on “

there from the past few weeks.




HOME LEARNING — this year the management of HL will be done on Arbor (you will complete the HL somewhere else, eg:
in your exercise book, or on OneNote/Showbie/Teams). When you view your area on Arbor it will show you (and parents if
they look on their log-in area) what your outstanding HL is, when it is due, which work you have submitted, etc...

© Help Centre  FO8 @ Arbor

Your Child

Statistics A

Student Name Attendance (2021/2022)

100% vea
1 00 % 100% Last 4 weeks

Assignments that are due

Assignments that are due
Current lesson  Next lesson

13:55 -15:00 08:30 - 08:50 Test 2 (Due 28 Jun 2022)
Fri, 24 Jun 2022 Mon, 27 Jun 2022 Test 2 (Due 28 Jun 2022) Waiting for student to submit » Waiting for student to submit
Art (KStg3): Year )
8: 8F/Ar5 > HL - vocab learning  (Due 04 Jul 2022) Waiting for student to submit
Room: AR4 HL 2 - Work from HL booklet (Due 06 Jul 2022) Waiting for student to submit HL-vocab leaming (Due 04 Jul 2022)
Miss Sadler ' Waiting for student to submit
Submitted Assignments HL 2 - Work from HL booklet (Due
06 Jul 2022)
My Calendar - Test Home Learning (Due 30 Jun 2022) Submitted Waiting for student to submit
English (KStg3):...  EN6 My Courses Submitted Assignments
Science (KStg3):... 5C9 Art (KStg3): Year 8: 8F/ArS Test Home Learning (Due 30 Jun 2022)
R, P8O L Drama (KStg3): Year 8: 8F/Dr§ Submitted
SPRUESERUI French 4
- (KStg3) i English (KStg3): Year 8: 8F/EnS
Art(KStg3): Vea..  AR4 Activities

French (KStg3): Year 8: 8F/Frl

Lanaranhu IKCraTl: Vaar B QE/ICAR




SharePoint Subject Sites
What they will provide
« A space for digital content for each subject
« An access point to quickly and easily find

subject specific resources Share P0|nt

* Quick access to learning resources / links
to resources

« Quick access to important news and
updates relevant for each subject

« Targeted views for students




Prince Henry’s Grammar School 4z
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Please contact the school using the following email address if you have any questions relating to online safety

onlinesafety@princehenrys.co.uk



