Prince Henry’s Grammar School 4z

COLLABORATIVE LEARNING TRUST ’/1

Online Safety Evening

October 2025

Thinking point: What are the concerns we have
around our students having access to the internet /
web enabled devices?



The world online....

an increasingly complex and alien environment...

so what can we do to make it safe?

e https://www.webwise.ie/thefullpicture/#

* Children‘s online behaviour in England and Wales: year ending March 2020
— Data from ONS

UK Council for Internet Safety — collaborative forum through which government, the tech
community and the third sector work together to ensure the UK is the safest place in the world to be online



https://www.webwise.ie/thefullpicture/
https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice/bulletins/childrensonlinebehaviourinenglandandwales/yearendingmarch2020
https://www.gov.uk/government/organisations/uk-council-for-internet-safety

The world online....

an increasingly complex and alien environment...

so what can we do to make it safe?

e Two aspects to consider:

* Technology — software, hardware, settings, permissions
* People — emotions, choices, support, awareness



TOOLS

Intro to Device Control

* |SPs (At home and mobile)

* Mobile Device Managers, i.e apple, google, microsoft etc.
* Console control

* YouTube/Google etc



Internet Connected
Devices

B w F




Outside the Home

Cloud Providers - Google / Apple / Microsoft / Etc

Laptop Phone



CONTENT KEEPER (School Filtering System for
School iPads)

* In School — Filters all devices regardless.

e Out of School — Filters all devices singed into Company
Portal(regardless of being in the scheme or not)

* Opt In/Out of advanced filtering — What does it filter?
* Application control — What is filtered?




ISP’s — Internet Service Providers
(e.g. BT / Sky / Virgin Media etc...)

* All the big ISP's have internet filtering tools in place.

You will be able to turn on a general ISP filter which will block most unsuitable traffic.

No filter is 100%

There will be a level of customization on what you can block

There are ways to circumvent the filtering, most common is a VPN.

A mobile network is classed as an ISP too, and you can turn on the same filtering through
them.

Innocent sites can also sometimes be blocked so be aware of that.



Mobile Device Managers — Personal Devices

* Manage the Screen time on your family devices

* Manage how long users can spend on individual apps

* View their location

* Block certain apps, and control which apps can be used/installed.
* Many choices out there

* Some are easier to set up than others

 Some are free, some have a subscription cost. l

* No one size fits all solution unfortunately.

¢ H ere are d fe W... Cloud Service providers
Google / Apple /
Microsoft / Etc



Device Control — Personal Devices

* Multiple ways to control devices
* Not every tool may be suitable for your family

* Depends on the devices you use and how you
use them

Cloud Service providers
Google / Apple /
Microsoft / Etc



Best Solution for Android based devices

Also works with iOS devices but doesn't
have the same level of control on iOS

Uses a Parent App installed on the
parents device, and a child app on the
childrens device.

You can remotely control their device
from yours.

Can't block websites completely on the
device...

Uses google's filtering tech to block bad
search terms/youtube videos, and
mature content on chrome.

Can monitor location.
FREE
https://youtu.be/465qsv6c3VI

Google

Family Link

Cloud Service providers
Google / Apple /
Microsoft / Etc



Best Solution for Apple Devices
Only works with Apple(iOS) devices

Simple setup on the childs device with a
passcode, no software setup needed.

Best for setting limits on usage.

Can block websites apple
deem unsuitable, by age group.

Can't fully track a childrens location
unless they share it with you.

No monitoring ability.
FREE
https://youtu.be/IB8SXTC2c5s

ScreenTime iOS

Cloud Service providers
Google / Apple /
Microsoft / Etc



This will control Windows devices, xbox's, and
some limited functionality on android.

Best option for windows and Android users.

Will work with Windows 10+, Xbox One or
newer.

Screen time functionality works on Windows,
Xbox and Android.

Track Websites, and block using content
filters.

Control spending on their xbox/microsoft
account.

Uses google's filtering tech to block bad
search terms/youtube videos, and
mature content on chrome.

Only filters content on Edge browser.

Can monitor location, if you have a personal
Office 365 subscription

FREE
https://youtu.be/2yhqgQQ4ZDMI

Microsoft Family
Safety

Cloud Service providers

Google / Apple /
Microsoft / Etc



Best Solution for multi device Households
Works well with Apple and Android devices

More involved setup, needing a PC/MAC
computer, and USB cables to sync to each
device, and will need a number of settings
changing on the devices you monitor.

Extremely comprehensive solution

Web filtering is limited compared with other
solutions.

Does come with a monthly subscription
cost, although Free trial available.

Would need to be fairly comfortable with
tech to install this solution.

https://youtu.be/oThFwHBh1yk

Our Pact

Cloud Service providers

Google / Apple /
Microsoft / Etc



Best Solution for Consoles

There are multiple consoles out there the
common 3 are Xbox, Playstation and Nintendo

Each devices have their own parent control
settings which setup is covered in the video links
on this page

There are no costs for these parental controls
they are features with OS of the consoles

Parent control for PlayStation -
https://www.playstation.com/en-gb/parental-

controls/

Parent control for Nintendo -
https://play.nintendo.com/parents/crash-
courses/parental-controls/

Parent control for Xbox -
https://www.xbox.com/en-GB/apps/family-
settings-app

Consoles

Cloud Service providers
Google / Apple /
Microsoft / Etc


https://www.playstation.com/en-gb/parental-controls/
https://www.playstation.com/en-gb/parental-controls/
https://play.nintendo.com/parents/crash-courses/parental-controls/
https://play.nintendo.com/parents/crash-courses/parental-controls/
https://www.xbox.com/en-GB/apps/family-settings-app
https://www.xbox.com/en-GB/apps/family-settings-app

Year 7-11

All Resources can be & Admissions

Found online at the Apps

School website here: Assessment, Exams & Outcomes

Attendance and Punctuality

Behaviour & Attitudes

Calendar

Curriculum

E-Learning & Online Safety

Extra-Curricular

Henry's Diner

KS3 Support

KS4 Support

Letters Home & Newsletter

Parental Consultation

Personal Development



d) UK Safer Internet Centre online issues v

young peop
safe online

I need help with...

@ Search by any keyword...

Guides and resources -~

Appropriate Filtering and
Monitoring

Parents and Carers

Teachers and school staff

Children and young
people

Grandparents

Governors and trustees

Social workers

Foster carers and
adoptive parents

Residential care settings

Healthcare Professionals

SEND

Social media guides

Safe remote learning hub

Trusted Flagger Guidance

Training and events v  SaferinternetDay v Blog Research About &)

Professionals Online Safety Helpline S
Support for professionals working with children

x Hotline 3
Report online child sexual abuse images or videos
Report Harmful Content >

Assistance for reporting harmful content online

Revenge Porn Helpline
0 Supporting adults who are experiencing intimate image >
abuse

e Reporting Cyberflashing See all 14 topics >



Q) UK Safer Internet Centre Onlineissues v  Guides and resources v  Training and events v  SaferinternetDay v Blog Research  About Q

Phones Laptops Smart Speakers Games Consoles

Guide to phones including Looking for advice on how to Looking for advice on how Looking for advice on how

top tips and advice about support your child in using a to support your child in to support your child in

safety tools. laptop safely and using a smart speaker safely using a games console safely
responsibly? Read our guide and responsibly? Read our and responsibly? Read our
and FAQs. guide and... guide and FAQs...

Tablets Smart TVs Social media guides



Q) UK Safer Internet Cenire Online issues v  Guides and resources v  Training and events v  Safer InternetDay ~ Blog Research About Q

Home
Guides and Resources
Social media guides

Social media Hub

Advice about key
social media
platforms and

apps

Social media Guides

From keeping in touch with friends and family to watching



p pa rent Zone Blog Professionals Parents Log in / Register

Digital Parenting

i

We're working to support good enough parenting'in 4
the digital age. l



Rules, Tools &
Conversations

Everyday Digital Parenting is a new
professional training course that
explains how to help families who

are struggling with digital and
’ ‘ screens.
| |
“ \

¥ Get the best of Parent Zone straight to your inbox




Media literacy
for everyone

Explore our ra

nge of programmes

and resources

Read more



Education from

EOP e national
Crime Agency

Welcome to CEOP Education Urnier 18 t moricd about

online sexual abuse?

To report, click to visit the CEOP
Safety Centre.

. . . . To report, click to visit the
The National Crime Agency's CEOP Education team aim l::emm

to help protect children and young people from online
child sexual abuse.

We do this through our education programme, providing
training, resources and information to professionals
working with children, young people and their families.

ceopeducation.co.uk

What information are you looking for?

Professionals Parent or carer
working with children and young help children get the most out of the
people internet

4-7 8-10 11-18
years old years old yvears old



.
internet
matters.org

Our work and impact Teachers hub
q>

Get advice Set controls Activities to do Explore more <Search a topic...

Because children deserve a safe digital world

How do you tackle online hate?

Teach your child how to block and report
hate they see online rather than get drawn

into heated arguments.

FIND ADVICE




How we support children’s online safety

Find information and safety settings for your child’s devices and apps, along with guidance to tackle

Still not sure where to start?
6 Tell us a little about you and we'll provide you
with a tailored resource pack.

Set up device safety settings > Tackle online issues GET PERSONALISED ADVICE

.i..

Choose age appropriate apps > Get tips to talk about online safety >

online issues they may face.




Search for a guide 14 results found

Q

e I

SO C i a I M e d i d II:\‘_|-”. looking for... o:/} d
Privacy Guides

ENTERTAINMENT & SEARCH ENGINES

%€ Bluesky

TikTok parental controls > Bluesky parental controls > Strava parental controls >

Guides to privacy settings SOCIAL MEDIA ]
available for the most popular
BROADBAND & MOBILE NETWORKS

social network sites are available -
and updated frequently at: DEVICES  GAMING e 8 I O)

www.internetmatters.org/parent
al-controls/social-media/

Snapchat privacy settings

WhatsApp privacy guide > guide

Instagram parental controls >

— e

Pinterest privacy and safety

FaceTime privacy and safety 5
settings

settings

w

Wattpad safety and privacy > Facebook safety and privacy > Facebook Messenger
guide settings privacy and security settings

Yubo safety guide > >



Search for a guide 37 results found

d 28 XBOX 380

.‘/..- -.-\.

[ I'mlooking for.. Q)

Gaming Consoles
and Gaming

d
h

Select type

ENTERTAINMENT & SEARCH ENGINES

P I a tfo r m S Roblox parental controls > TikTok parental controls > Xbox 360 parental controls >

Q

SOCIAL MEDIA

EROADBAND & MOBILE NETWORKS

Guides to the privacy settings for a
wide range of gaming consoles and  oevices v BlueSky @ STEAM
platforms are available and

updated frequently at: Blueskyparentalcontrols > Stesmparentslcontrols > Stravaparenalconols >

www.internetmatters.org/parental
-controls/gaming-consoles/

e Foltlllm N ors

PlayStation 5 (PS5) parental

WhatsApp privacy guide > Fortnite parental controls > controls >
A 4 "’
w
['%)
L NINTENDO
SWIT
Xbox Series X|S parental > Nintendo Switch guide > Snapchat privacy settings s

controls guide



Fesources Blog  Whoweare Whatwedo  What you can do Donate

.
0 C h ] Id n et Teachers & professionals + Parents & carers ~ Young people v Q

Resources for parents and carers -

Childnet's fantastic resources include toolkits, videos,
lesson plans, family activities and much more!

Search here... 24 results Sort by relevance w
For = Al and nude images
[] SEND A leaflet for parents and carers about how to support young people to recognise and respond
to the risks of using Al to create nude images.
[] 3-7 years
[] 7-11 years
11-14 vears Cheat Sheet: Generative Al
L] y
[] 14-18 years A leaflet for parents and carers about generative Al, including insights and experiences direct
from young people.
Topic —
[] Livestreaming Childnet Film Competition
[] Screentime UK based schools and vouth groups are invited to create a two minute film or storyboard in
) response to the competition theme!
[] Reporting
[] Online reliability
[] Healthy relationships Moving on up!




& childnet.com/resources/family-agreement/

Resources Blog Whoweare Whaotwedo  Whatyoucando Donate

e
O C h | l d n Et Teachers & professionals +~ Parents & carers + Youngpeople v Q

Resources

Family Agreement

A practical tool to start discussions about
how to behave online and set clear
expectations for your family.

A3 Family Agreement
For

PDF Format (297.99kB)

3-7 years 7-1years 11-14years

14-18 years
A family agreement is a great way to start a conversation with your whole -
family about how you all use the internet, and to start discussions together
around how to behave in a positive way when online, whether this is at home, at Type

school or at a friend's.



() Childnet Family Agreement

A great way to start positive family conversations around online safety, and to agree clear expectations and boundaries.

Start by discussing the questions that are most relevant to your family.

@ Getting started

* What do we enjoy doing online?

« What apps, games and websites do we use
the most?

« Do we already have any rules about use of tech
we want to include in our family agreement?

(_L) Managing time online

« How does it feel when we use tech for too long?

« How do we know when our screen use is
interfering with family life?

« What can we do to help avoid overusing tech?

Want expert advice?

ﬁ Sharing

+ What should we check before posting images
and videos online?

* Do we know how to use privacy settings and
what makes a strong password?

» How can we use features like livestreaming and
disappearing content safely?

Q Online content

» How do we decide which websites, apps, games
and devices are okay for us to use?

* What can we do if we see something online
which seems unreliable or untrustworthy?

» How can we stop ourselves accidentally spending
money in a game or app?

www.childnet.com/parents-carers-advice

Examples for different ages:

Q Communicating online

« Who can we talk, chat or play games with online?
Just family? Friends? Anyone?

« How can we keep ourselves safe if we are
communicating with people who we only
know online?

« How can we look after our friends when we
are online?

& If things go wrong

« What can we do if we feel uncomfortable or
upset by anything we see or hear online?

« What should we do if someone we only know
online asks us for photos, a video call, to meet
up or to share personal information?

« Do we know how to find the report and block
buttons on the websites, apps and games
we use?

(&) To finish...

« How could parental controls help our family?

« What should happen if one of us breaks the
family agreement?

+ When should we review our family agreement?

Our agreement: E{0% EIai ] lv‘mﬁkﬂlm*ﬁ!« Our agreement: RG] (Ol T el (Teenagers) ! wa;ﬁ
[ will use my tablet : are bookmarked ;I.L:ft\ e\l woam ;mi dad M‘ﬁﬂa’m | wil make sure al o phofes r}ﬂ
o 1 see s i@l pethwctking Sires Hrel vl
for____minsaday. E‘H\w% so.Hu mdlj Ak oeries we. "~ m&amu grots- g a0C e el i0q chilbdres Mm
\ y i e ¥




Online safety in the curriculum

Dedicated focus at the start of each year in Key Stage 3

Topics for each year:

* Year 7 - Social media and respectful behaviour online

* Year 8 — Cyberbullying — how to identify, deal with and prevent it
* Year 9 — Network threats and threat prevention

Focus during the Internet Safety week (2"4 week in February)

Focus during PSHE sessions/days throughout the year

Qualification content as part of the GCSE and A Level Computer Science
qualifications

Core theme of support and being a good digital citizen throughout all of
the topics

Students can access support for
Cyberbullying and other issues using the
‘Speak Up’ button on Sharepoint.

Identity

» always remember to maintain a positive online identity
and protect your personal information
» make sure you have a good online reputation

Safe

» online personal safety is just as important as
offline safety

= always remember to “think before vou post” and speak
to a trusted friend if something is bothering vou

Ad\-'icc. w

= advice is avail:

insiite B3 P




Technology,
Teaching and
Learning

Update for parents —
October 2025




Arbo r - IS a d ata . .ﬁ. link to Arl:ucur.shﬂuld have appeared on *,.H:nulr iPad
ma nage me nt area for Stafﬂ . (if not use the internet and search ‘Arbor login’)

Click "Forgot your password’

St Udents an d pa re nts : Enter your school email address

Check the email that is in your school inbox and
reset your Password to something you will

remember
* For students Arbor allows you to: * Login to Arbor and view your information
* See your Timetable
* See your Attendance @ Arbor
* Manage the recording of your Home
Learning
Log in

.:.':' STUdends, prince henrys.o0, ik

You should log into this now to view your
timetable. You should also submit any e yous passor |

home Iearning tasks that have been pl..lt on “

there from the past few weeks.




HOME LEARNING — this year the management of HL will be done on Arbor (you will complete the HL somewhere else, eg:
in your exercise book, or on OneNote/Showbie/Teams). When you view your area on Arbor it will show you (and parents if

they look on their log-in area) what your outstanding HL is, when it is due, which work you have submitted, etc...

Student Name

Current lesson  Next lesson

13:55 -15:00 08:30 - 08:50

Fri, 24 Jun 2022 Mon, 27 Jun 2022
Art (KStg3): Year

8: 8F/ArS >

Room: AR4

Miss Sadler

My Calendar -

English (KStg3):...  EN6
5¢9
Ethics, Philosop...  HU3
French (KStg3):.. LC4
Art(KStg3):Yea..  AR4

Attendance (2021/2022)

Statistics

100% ea
1 00 % 100% Last 4 weeks

Assignments that are due

Test2 (Due 28 Jun 2022)

HL -vocab learning (Due 04 Jul 2022)

HL 2 - Work from HL booklet (Due 06 Jul 2022)

Submitted Assignments

Test Home Learning (Due 30 Jun 2022)

My Courses

Art (KStg3): Year 8: 8F/ArS
Drama (KStg3): Year 8: 8F/Dr5
English (KStg3): Year 8: 8F/En5
French (KStq3): Year 8: 8F/Frl

Canaranhu IKCtaT): Vaar B QE/CAR

© Help Centre  FO8 @ Arbor

Waiting for student to submit »
Waiting for student to submit

Waiting for student to submit

Submitted

Your Child

Assignments that are due

Test 2 (Due 28 Jun 2022)
Waiting for student to submit

HL - vocab learning (Due 04 Jul 2022)
Waiting for student to submit

HL 2 - Work from HL booklet (Due
06 Jul 2022)
Waiting for student to submit

Submitted Assignments

Test Home Learning (Due 30 Jun 2022)
Submitted

Activities




SharePoint Subject Sites
What they will provide
« A space for digital content for each subject
« An access point to quickly and easily find

subject specific resources SharePO| nt

* Quick access to learning resources / links
to resources

« Quick access to important news and
updates relevant for each subject

« Targeted views for students




Prince Henry’s Grammar School

COLLABORATIVE LEARNING TRUST

Questions & Troubleshooting

Please contact the school using the following email address
if you have any questions relating to online safety

onlinesafety@princehenrys.co.uk



Prince Henry’s Grammar School 4z

COLLABORATIVE LEARNING TRUST ’/1\‘

Please scan the code to provide some
feedback

Thank you for attending the
Online Safety Evening
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